Updated October24
Job Summary

	Post Title
	IT BCP & DR Lead 
	Proposed Pay Grade
	Grade 8

	Directorate 

Service Area
	IT 

Resources
	Line Manager
	IT Security Operations Manager

	Post Number/s
(Mandatory for existing posts,
If multiple posts state all)
	
	If existing post is the post title changing? If yes state both
	

	JE/GAR reference number (Mandatory for existing posts)
	
	Work Location
(state Council office)
	Walton Street 

	Work style
(Delete as applicable)
	Any desk
	Job Family
&
Role Profile
	OSP08O

	DBS Check Required?
(Delete as applicable)
	No

	Politically Restricted Post?
(Delete as applicable)
	No 

The Local Government and Housing Act 1989 prevents certain officers from taking part in political activities, such as holding office as a local councillor.
There are broadly two categories of restricted posts:
Posts which are ‘specified’ as per Section 2(1) of the LGHA 1989 and Posts which are ‘sensitive’, which means that they are politically restricted by virtue of the nature of the role, rather than the job title.



	Job Purpose and Job Context

	The IT BCP/DR Lead is responsible for ensuring that technology-enabled services can continue, recover quickly, or degrade safely in the event of disruption. This includes traditional resilience scenarios (system failure, infrastructure outage, supplier failure) and major cyber incidents (e.g. ransomware, data breach, loss of availability).
This role owns IT continuity and recovery procedures, resilience and recovery playbooks, and the governance of RTO/RPO, working closely with Cyber Security, Major Incident Management, and business stakeholders to ensure operational resilience across the organisation.

	Main Responsibilities and Duties

	· Define, maintain and own IT resilience and contingency planning policy, standards and procedures, aligned to CAF and NIST for all critical IT services, platforms, and applications, ensuring alignment with: Business Impact Assessments (BIAs), Major Incident Management (MIM), Cyber Incident Management (CIM) processes. Ensure procedures clearly describe: Service priorities and recovery order, Manual workarounds and service degradation options, Invocation criteria and escalation routes. Ensure procedures are consistent, usable under pressure, and reviewed regularly.
· Work closely with the Cyber Incident Manager and Security Operations to ensure that cyber incidents explicitly include continuity and recovery planning, not just security containment. Ensure cyber incident procedures cover: Secure service restoration, Clean recovery from backups, Dependency and supplier impacts, Decision points for invoking DR or wider BCP. Ensure cyber incidents are treated as MIM events with defined recovery expectations.
· Define and assure backup and restore strategies including immutable or offline backups and restore testing.
· Own and maintain IT resilience and recovery playbooks for: Data centre or cloud platform outages, Loss of critical applications, Ransomware or malware incidents, Denial of service attacks, Supplier or third‑party service failures. Ensure playbooks are concise, role‑specific, and decision‑focused, clearly link to Major Incident and Cyber Incident processes, include communication, recovery, and post‑incident steps. Ensure playbooks are tested, updated following incidents, and embedded into BAU operations.
· Be accountable for the definition, documentation, validation, and governance of RTO and RPO for all Tier 1 and Tier 2 systems and services. Work with: Application owners, Architects, Infrastructure and platform teams to ensure: RTO/RPO are realistic and tested, actual recovery performance is measured and recorded, gaps are escalated and addressed through service improvement plans
· Plan and coordinate: DR tests, Cyber recovery exercises, Joint resilience exercises with the Resilience Service
Ensure outcomes are documented, with: Lessons learned, Clear remediation actions, Ownership and timescales. 
· Provide assurance that IT continuity arrangements are credible, current, and proportionate, supported by documented evidence.
· Act as IT lead for BCP/DR and recovery governance, including: IT Security Governance Group, engagement with organisational resilience teams. Ensure post‑incident reviews feed into: Improved playbooks, updated procedures, Service improvement activity (CSI). Ensure documentation is kept up to date, accessible, and clearly owned.
· Own and maintain the Bucks Phoenix application in line with the Application Life Cycle Management policy. 
· Manage relationships with customers and / or suppliers – working closely with the Resilience Service and BCP leads for all directorates. 
· Manage significant projects within the specialised field and control allocated resources or contribute to larger organisation wide programmes. Projects are delivered to agreed specification, timescales, budgets and meet Government agenda requirements. Change initiatives are successfully implemented across the Council.
· Support others in their development. Establish what changes may impact the service / profession and assess what learning and development will be required to stay current. Contribute to the development of others (e.g. through sharing technical and procedural knowledge, skills and experience, acting as a coach or mentor, or providing feedback). Training and development events / activities are planned and / or delivered.
· Proactively build good working relationships and communicate effectively with all stakeholders, ensuring they are engaged with the service and customer feedback is addressed. Represent professional service area / BC at partnership, public and other high profile events, sharing best practice and maintaining or enhancing the reputation of the professional service / Council. Partnership working groups produce valid and timely outputs.


	Accountability

	· If this role manages a budget please state the size of the budget: NA
· If this role monitors a budget please state the size of the budget: Na
· How many direct reports does this job have in its reporting line? Please also indicate the grade/range of the direct reports and which legacy organisation’s terms this relates to. (e.g., BCC, AVDC, WDC or CSB) 0
· How many indirect reports does this job have in its reporting line? 0

	Scope for forward planning and deadlines

		Planning & deadline requirements (tick all that apply):
	P
	Provide Job Specific Examples

	Up to 3 months
	P
	Running the Qtrly DR test, updating procedures and playbooks

	1 year
	P
	Planning DR Test programme, Council Wide Ark Exercise, Audits  

	3-5 years
	P
	Strategic Planning & Programmes 




	Values and Behaviours

	We expect your values and behaviours to reflect the values of the organisation:
Proud 
· Perform to your best every day
· Cares about delivering the role and setting high standards
· Upholds the reputation of the service and the wider Council 
Ambitious 
· Ambitious to learn, develop and fulfil potential
· Ambitious to do things better 
· Solution focused looking for suitable resolutions
Collaborative 
· Effectively engages with others sharing ideas and solutions
· Able to look at things from different perspectives
· Happy to work with others to achieve outcomes
Trustworthy 
· Accountable for actions
· Behaves professionally and to professional standards
· Quick to respond and show initiative



The following criteria will be assessed from information provided on your completed application form, during the shortlisting and assessment process, and from your references.
	Knowledge, Skills and Experience 
(taken from role profile to complete)
	Job Specific Examples
	Essential
	Desirable

	Substantial operational experience in a large / complex organisation within a related specialist field
	Experience of operating in environments where recovery decisions must factor in reputation, statutory services, and communications obligations.

	P
	

	Expert and authoritative knowledge and understanding of the systems, policy, practices, procedures, legislation and emerging developments within the scope of the specialist area. 

	Strong knowledge of IT Business Continuity Planning (BCP) and Disaster Recovery (DR) concepts, including recovery strategies, invocation criteria, and service prioritisation
	P
	

	Thorough knowledge of the authority and wider sector / external influences.

	
	P
	

	Authority and credibility to build relationships and engage successfully with colleagues, partners and customers. 
	Understanding the difference between technically achievable RTOs and those demanded by the business—and how to mediate that gap.
	P
	

	Proven ability to apply initiative and strategic awareness to problem solving and decision making.

	Ability to assess recovery readiness and identify resilience gaps.

	P
	

	Excellent interpersonal, persuasion and negotiating skills, in order to influence outcomes critical to the organisation.

	Supporting senior leaders during a P1 cyber incident by clearly articulating recovery options, risks, and likely timescales.

	P
	

	Experienced project manager with a good understanding of project management methodologies and systems.

	Led or supported DR invocation or IT service recovery during planned incidents

	P
	

	Experience of defining and developing systems, policies, procedures and / or practices.

	Producing a ransomware recovery playbook that shows who decides on DR invocation, how backups are validated, and how services are brought back safely
	P
	

	Qualifications 
(taken from role profile to complete)
	Essential
	Desirable

	Educated to Degree Level or equivalent 
	P
	

	ITIL Foundation
	P
	

	Other Requirements
	Essential
	Desirable

	A full driving license required to be able to carry out the role (tick as appropriate)
	
	P

	Where the role is customer-facing and the post holder is required to speak to members of the public, the ability to converse at ease with customers and provide advice in accurate spoken English is essential for the post.
	Y

	For all other post regardless of whether require a Basic check or no check at all
This post is covered by the Rehabilitation of Offenders Act 1974 and therefore applicants are required to declare: 
• All unspent cautions and/or unspent convictions 
For further information on how long it takes for cautions and convictions cautions to become spent, please refer to our guide on the Rehabilitation of Offenders Act 1974 (updated 2023) | Nacro
	Y



	This job summary is not intended to be exhaustive and it is likely that duties may be altered from time to time in the light of changing circumstances, in discussion with the post holder.  This job summary is intended to provide a broad outline of the main responsibilities only.  The post holder will need to be flexible in developing the role with initial and ongoing discussions with the designated manager.







