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Job Summary

	Post Title
	IT Security Operations Lead 
	Proposed Pay Grade
	Grade 10

	Directorate 

Service Area
	IT 

Resources 
	Line Manager
	IT Security Operation Manager 

	Post Number/s
(Mandatory for existing posts,
If multiple posts state all)
	
	If existing post is the post title changing? If yes state both
	


	JE/GAR reference number (Mandatory for existing posts)
	
	Work Location
(state Council office)
	Walton Street

	Work style
(Delete as applicable)
	Any desk
	Job Family
&
Role Profile
	OSO10

	DBS Check Required?
(Delete as applicable)
	No

	Politically Restricted Post?
(Delete as applicable)
	No 

The Local Government and Housing Act 1989 prevents certain officers from taking part in political activities, such as holding office as a local councillor.
There are broadly two categories of restricted posts:
Posts which are ‘specified’ as per Section 2(1) of the LGHA 1989 and Posts which are ‘sensitive’, which means that they are politically restricted by virtue of the nature of the role, rather than the job title.



	Job Purpose and Job Context

	Responsible for delivering the organisation’s cybersecurity Detect and Respond capabilities in line with the NIST Cybersecurity Framework. The role works closely with the existing Security Operations Centre (SOC), ensuring that people, processes and technologies are in place to effectively detect, analyse and respond to cyber threats.
This role provides technical leadership, operational assurance, and continuous improvement across security detection and response, ensuring that the Council’s cyber security operations align to best practice frameworks including NIST, CAF, Cyber Essentials, and MITRE ATT&CK.

	Main Responsibilities and Duties

	This section should outline key outputs of the role and should provide some specific examples of role profile accountability.  
· Lead planning and delivery of the Detect pillar of the NIST Cybersecurity Framework, ensuring effective identification of cyber threats across the IT environment. Ensure continuous monitoring of systems, networks and applications to identify anomalies, indicators of compromise and adverse events. Oversee adverse event analysis, ensuring unusual activity is identified, assessed and escalated appropriately. Ensure detection processes are tested and validated through activities such as penetration testing, red/blue team exercises and purple teaming, with recovery validation covered through joint exercises with IT BCP/DR.
· . Identify and recommend improvements to detection coverage, visibility and effectiveness based on threat intelligence and operational evidence.
· Lead delivery of the Respond pillar, ensuring effective coordination and execution of cyber incident response. Support and guide incident management, including response planning, coordination, and operational decision making in support of containment and response, with service recovery led via IT BCP/DR governance.
· . Oversee incident analysis and investigation, including forensic analysis where required, to understand the cause, impact and attack techniques used. Ensure incident mitigation actions are taken promptly to contain threats and prevent lateral movement or escalation. Ensure incident response activities are clearly communicated to internal stakeholders and, where required, external parties, providing timely technical input to support continuity and recovery decision making.
· . Embed learning from incidents into improved detection and response processes, playbooks and controls.
· .
· Maintain up‑to‑date knowledge of changes to the NIST Cybersecurity Framework and ensure Detect & Respond capabilities remain aligned with best practice. Maintain an alignment matrix mapping NIST Detect & Respond to CAF and Cyber Essentials, forming part of a wider cyber assurance framework across the security function. Ensure evidence, controls and operating practices support ongoing accreditation and assurance activities.
· Embed the MITRE ATT&CK framework into security operations to improve threat understanding, detection capability and response effectiveness. Perform gap analysis against ATT&CK to identify weaknesses or missing coverage in existing controls and detections. Conduct threat modelling aligned to the Council’s threat landscape and sector‑specific risks. Support and conduct adversary emulation and purple‑team exercises to validate detection and response effectiveness. Use ATT&CK insight to continually optimise controls, logging, alerting and response capability.
· Act as product owner for security tools supporting the Detect & Respond pillars (e.g. SIEM, SOAR, EDR, threat intelligence platforms).  Own responsibility for: Tool configuration in line with best practice, Product roadmaps and lifecycle management, Version currency and feature adoption. Maintain documentation of tool capabilities, including features in use and unused functionality. Stay informed of new features and technology advancements and make recommendations to improve operational effectiveness. 
· Be a key contributor to IT Security Governance meetings, providing reporting, insight and assurance for Detect & Respond capabilities. Work collaboratively across IT services, cyber security, infrastructure, applications and resilience teams to ensure: roles and responsibilities are clearly defined, processes are documented and understood, people, process and technology elements align to operational requirements.
· Manage relationships with customers and / or suppliers. Ensure operational issues are resolved. Negotiate higher impact service level agreements on behalf of the professional service area, with SLA’s meeting customer and supplier requirements. Provision of quality service to internal and / or external customers is on time and to budget and standards agreed. Documentation accurately reflects all aspects of relationship. 
· Ensure the development and delivery of continuous improvements in all aspects of the service, enhances the quality of service. Plan and implement required improvements within the professional service area and across the Council to meet statutory obligations and changed external political circumstances. Recommend innovative solutions. Areas subject to performance management / performance improvement targets are set and / or agreed. Value for money and best practice are ensured. 
· Manage major projects and / or service wide and partner-based programmes to agreed specification, timescales and budgets. All project documentation and reports are completed correctly. Major change initiatives are successfully integrated and implemented across the Council and meet Government agenda requirements. 
· Represent BC at partnership, public and other high-profile events, enhancing the reputation of the Council. Communicate Council objectives and influence the outcome of opinions and actions both internally and externally, effectively lobbying / influencing and negotiating beneficial outcomes. Partnership working groups are led effectively and best practice is shared. 

	Accountability

	· If this role manages a budget please state the size of the budget: No
· If this role monitors a budget please state the size of the budget: No
· How many direct reports does this job have in its reporting line? Please also indicate the grade/range of the direct reports and which legacy organisation’s terms this relates to. (e.g., BCC, AVDC, WDC or CSB)0
· How many indirect reports does this job have in its reporting line? 2 + SOC Partner

	Scope for forward planning and deadlines

		Planning & deadline requirements (tick all that apply):
	P
	Provide Job Specific Examples

	Up to 3 months
	P
	Keeping Detect & Respond effective, current and well governed

	1 year
	P
	Framework alignment (NIST, PSN, Cyber Essentials) 
Audits & Maturity Exercises

	3-5 years
	P
	Ensuring Detect & Respond remains effective as technology, threats and the council evolve




	Values and Behaviours

	We expect your values and behaviours to reflect the values of the organisation:
Proud 
· Perform to your best every day
· Cares about delivering the role and setting high standards
· Upholds the reputation of the service and the wider Council 
Ambitious 
· Ambitious to learn, develop and fulfil potential
· Ambitious to do things better 
· Solution focused looking for suitable resolutions
Collaborative 
· Effectively engages with others sharing ideas and solutions
· Able to look at things from different perspectives
· Happy to work with others to achieve outcomes
Trustworthy 
· Accountable for actions
· Behaves professionally and to professional standards
· Quick to respond and show initiative



The following criteria will be assessed from information provided on your completed application form, during the shortlisting and assessment process, and from your references.
	Knowledge, Skills and Experience 
(taken from role profile to complete)
	Job Specific Examples
	Essential
	Desirable

	Substantial relevant experience of managing specialist services which support complex service delivery, with expert technical / professional knowledge and experience

	Leading the operational delivery of cyber security Detect and Respond services, ensuring continuous monitoring, incident response, forensic analysis and mitigation activities operate effectively across a complex, hybrid IT environment.

	P
	

	Expert knowledge and understanding of systems, policy, practices, procedures and legislation within the specialist area, including emerging developments

	Maintaining expert knowledge of cyber security operations frameworks including NIST Cybersecurity Framework (Detect & Respond) and ensuring council policies, processes and tooling align to best practice.

	P
	

	Extensive and comprehensive knowledge of the Council’s constitution, processes and procedures, with an understanding of political sensitivities

	Operating within the Council’s governance structures when managing cyber incidents, ensuring escalation, communication and decision‑making align with constitutional requirements.

	P
	

	Extensive knowledge of local government and wider sector / external influences

	Understanding national and sector‑wide cyber threats affecting councils and using this insight to inform detection priorities and response planning.
	P
	

	Authority and credibility to build relationships and engage successfully with colleagues, partners and customers

	Being recognised as a trusted subject‑matter expert in security operations by IT colleagues, Senior Leadership and external partners.

	P
	

	Excellent persuasion and negotiating skills to motivate people and partnerships and influence outcomes critical to the organisation

	Influencing technical and non‑technical stakeholders to prioritise improvements to detection and response capabilities based on evidence, risk and service impact. 
Negotiating with internal teams and suppliers to implement configuration changes, new controls or improved response processes without unnecessary disruption.
	P
	

	
	
	
	

	Qualifications 
(taken from role profile to complete)
	Essential
	Desirable

	Degree related or equivalent (Cyber Security) 
	P
	

	Recognised Cyber Security Certification (CISM, CISSP) 
	P
	

	ITIL Foundation
	P
	

	NIST Cybersecurity Framework Practitioner / Professional training
	
	P

	MITRE ATT&CK Defender (MAD) certifications
	
	P

	Other Requirements
	Essential
	Desirable

	A full driving license required to be able to carry out the role (tick as appropriate)
	Y
	

	Where the role is customer-facing and the post holder is required to speak to members of the public, the ability to converse at ease with customers and provide advice in accurate spoken English is essential for the post.
	Y

	*For all other post regardless of whether require a Basic check or no check at all
This post is covered by the Rehabilitation of Offenders Act 1974 and therefore applicants are required to declare: 
• All unspent cautions and/or unspent convictions 
For further information on how long it takes for cautions and convictions cautions to become spent, please refer to our guide on the Rehabilitation of Offenders Act 1974 (updated 2023) | Nacro
	Y









	This job summary is not intended to be exhaustive and it is likely that duties may be altered from time to time in the light of changing circumstances, in discussion with the post holder.  This job summary is intended to provide a broad outline of the main responsibilities only.  The post holder will need to be flexible in developing the role with initial and ongoing discussions with the designated manager.







